Brief Synopsis
Achieving digital transformation in vulnerability management requires
automating processes to move and share data more easily, shifting mindsets
from compliance to threat-based risk analysis, and sharing threat intelligence
across the organization.
To facilitate rapid information flow, automation will include frequent scanning,
scan results management, continuous AI-driven threat-analysis, and evidencesupported prioritized vulnerability mitigation. Threat-based risk analysis infused
throughout an organization’s vulnerability mitigation activities will deny malicious
actors opportunities to breach traditional IT assets, protect the rapid spin-up of
cloud resources, inform DevSecOps for application security, and provide essential
guidance for other specialized concerns. Read on to find out more about digital
transformation of vulnerability management.

Vulnerability Management Evolution
Like any important organizational process, vulnerability management has been growing and maturing in
important ways over the past several years. Today, important aspects of consideration include the following:

• TRADITIONAL IT SCANNING
• EXTERNAL SCANNING
• SPECIALTY SCANNING
• APPLICATION SECURITY
• CONTAINER SECURITY
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TRADITIONAL IT SCANNING
When most people think about vulnerability management, this is what they probably think of – network-based
scanners looking for vulnerabilities among devices in an organization’s core IT infrastructure. Tools like Qualys,
Nessus, and OpenVAS come to mind. By now, there are very few people who have not heard that computers
should be regularly scanned and patched, though many organizations still struggle with doing this efficiently and
getting a handle on the full scope of the problem – because it is a large problem to handle.

EXTERNAL SCANNING
Most often, traditional IT scanners focus on internal IT infrastructure and (should) run under an authenticated
or credentialed account. Many organizations have IT assets reachable from the public internet that include
everything from servers and printers to webcams, security cameras, and fish tanks. These internet-facing assets
represent potential paths of compromise and should be scanned for weaknesses whether organizations do it
themselves, hire pen testers, or utilize a service like RiskIQ or Shodan. Knowing what assets exist beyond the
firewall and these assets’ current security posture allows organizations to better understand the attack surface
they present to malicious actors. It also provides insight into what legit third parties can see when using tools like
BitSight or SecurityScorecard to evaluate cybersecurity risk and judge suitability of potential business partners.

SPECIALTY SCANNING
There are many areas where software supports
important business functions but falls outside of
what many people might typically consider when
thinking about an organization’s attack surface.
Examples include SAP applications or Office 365/
SharePoint applications and for which specialty
scanners like Onapsis or Rencore might be used
to inspect the applications.
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APPLICATION SECURITY
When the term DevOps was coined around 2009,
it was intended to be a process complementary
with Agile and designed to shorten the application
development lifecycle. The recent broadening of
DevOps with integrated security practices to create
DevSecOps is a significant step towards the long
sought holy grail of having security baked into software
rather than bolted on. Fundamental to DevSecOps is
shared responsibility – everyone considering the aspect
of security as a core part of the development process.
This not only means using security best practices

when writing code from scratch, but also maintaining
awareness of current vulnerabilities in any libraries
or platforms leveraged while building applications.
Key to where DevSecOps rubber and road meet is
finding a way to zero in on the library/platform security
vulnerabilities that matter most. A joint CYR3CONWhitesource report that addresses this challenge
focuses in on the use of threat intelligence to prioritize
vulnerabilities and ensure quick remediation of the
most critical threats without unnecessarily slowing the
development cycle.

CONTAINER SECURITY
Tools like Kubernetes, Docker, and Container
Registry have taken the development world by
storm as organizations containerize the building,
testing, and deployment of applications to
break free from the plodding pace of physical
infrastructure changes. The new security challenges
created by containerization start with the much
larger attack surface that comes with this new
paradigm as lots of instances of virtual images are
spun-up in the cloud. The challenges extend to
dealing with the rapidity with which these images,
some new – some old, are continually scaled up
and down as load dictates and ensuring scans
are finding all application components. Further
challenges involve securing the underlying software
infrastructure (Docker, Kubernetes, etc.) that is
managing the profusion of containers.
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Maturity Model for Vulnerability Management: A
Roadmap to Digital Transformation
We have worked with many different organizations and talked with a lot of vulnerability management
teams. Using what we have learned, companies’ vulnerability management efforts can be grouped roughly
into four tiers based on their current business processes, workflow, and tool implementation.

Tier IV

Tier III

The organization takes vulnerabilities seriously, has
established a methodical management process,
and has committed resources to mitigating them.
The fledging vulnerability management program
periodically runs a network scanner to identify
vulnerabilities in enterprise devices. The scan results
are examined manually by a security team, often
in a spreadsheet, and if remediation is prioritized
it is with an eye towards compliance and almost
always done by NIST CVSS score. The security team
emails scan results and recommendations for task
order to patch management which integrates with
their priorities and works to apply the fixes. Despite
several shortcomings, organizations at this tier have
a formal vulnerability management process and are
poised to level up to higher tiers.

The organization has become a bit more sophisticated.
In addition to network scanning of IT devices,
there are typically special purpose scanners used
to look especially at external assets and at certain
applications. The security team has improved
efficiency by using a database (possibly a commercial
solution or SIEM integration) rather than spreadsheets
to automate the collection, correlation, and analysis of
scan results. This allows for refinement of prioritization
and inclusion of feeds such as ExploitDB in the
process. When communicating priorities to patch
management, the security team is likely using tickets,
thought it is still largely a manual process. The use of
a database to manage vulnerabilities is a clear mark
of a maturing approach and indicates an organization
ready to ascend to the next tier.

Tier II

Tier I

At this point, the organization takes a more threatfocused approach to vulnerability management.
The security team has developed a working
relationship with the threat intelligence team and uses
threat to inform prioritization. This is the beginning
of a shift from a reactive posture to one that is more
proactive. Prioritization recommendations sent to
patch management typically include relevant threat
intelligence evidence to help ensure the entire
team understands why something is a priority. More
automation characterizes this tier usually reflected in
API use and automatic ticket creation. The primary
remaining challenge is that threat intelligence use
is largely manual, so the organization has difficulty
scaling its analysis across all relevant areas.

The current summit of a digitally transformed
vulnerability management program is at this tier.
Threat intelligence is driving all aspects of the
vulnerability management process. Most importantly,
it is integrated in a way that scales and keeps up
with the increasing number of vulnerabilities being
disclosed, the rapidly shifting threat landscape,
and the growing reliance on rapid deployment of
cloud-based components. Automated processes
coupled with automatic threat-based analysis feeds
prioritization recommendations to IT owners, patch
management, and DevSecOps to continually counter
emerging threats.

Process-Oriented Approach

Threat Intelligence Informed

Data-Managed Approach

Threat Intelligence Infused
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Vulnerability management is inherently a risk mitigation process. As an enterprise moves toward Tier 1, they
will simply get better at addressing the more important vulnerabilities first. While it may seem shocking to
the general public, in truth, organizations daily make the decision to not patch known vulnerabilities. The key
is to improve this decision-making process by using threat intelligence and to execute those decisions in a
timely manner. Complex, modern IT networks will make a “100% patched” course of action impossible for the
foreseeable future. In the next section, we shall explore some of the recent technology trends that are creating
new challenges to vulnerability management.
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BEYOND TRADITIONAL IT
DevSecOps
The pervasive use of open source software presents a special challenge to
vulnerability management and one that the DevSecOps function in organizations
that create any kind of software will need to have a good handle on. Key steps
include code analysis, threat investigation, vulnerability assessment, and change
management. Staying abreast of open source security flaws and knowing which open
source libraries are incorporated into your organizational code base are fundamental
to determining when a vulnerability disclosure or security alert requires attention.
Keeping track of how proprietary organizational code specifically integrates open
source components is essential for knowing if a disclosed vulnerability is actually
used and a valid risk to your code base. Given the large number of disclosures, being
able to then analyze the real-world threat posed by all relevant vulnerabilities will
allow for prudent prioritization of remediation efforts. This will ensure that high-risk
vulnerabilities receive the necessary focus.

Threat intelligence is of huge import in this step as most vulnerabilities will never be of interest to hackers and
thus actually pose little real-world threat. Having a well-formed change management process to responsibly
shepherd any modifications or refactoring needed to remediate high-risk vulnerability issues will be key to
sustaining an organization’s codebase. The earlier mentioned joint CYR3CON-Whitesource report on this topic
is a good place to start if seeking more information on this aspect.

Containers
The increasingly wide-spread use of containers
presents another special vulnerability management
challenge. The container paradigm is dynamic,
designed with rapid development and massive,
swift scaling in mind. This is what makes containers
good from a productivity and customer support
perspective. This is also what makes the vulnerability
management aspect particularly demanding. Before
containers, developers’ applications had to integrate
with whatever infrastructure was currently in use and
supporting existing applications. Containerization
supports allowing any number of different container
images to be created to support various developers’
work. Ensuring that all container images are free of
high-risk vulnerabilities before being deployed into
production is becoming a larger task. This implies that

keeping the different applications in production as
new vulnerabilities are disclosed will likely become an
increasingly complex management task – both from
the perspective of more base container images and
the many potential instances of each image that are
spun-up to meet customer demand. On top of the
large challenge of container vulnerability management
is the need to maintain security of the underlying
container management infrastructure (e.g. Docker,
Kubernetes). All aspects of the container challenge
to vulnerability management suggest the need for
the response to be threat-intel-driven. With the many
vulnerabilities and the speed at which containerization
moves, focusing on threat will be the best way to
manage the associated risk.
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Vulnerability Prioritization
The purpose of all vulnerability management programs is to mitigate organizational cybersecurity risk.
Effective programs strive for each action to make the greatest impact possible. This means focusing
first on the highest risk vulnerabilities and implies some sort of vulnerability evaluation and ranking
process. Listed below are common ways in which organizations are tackling the problem of how to
evaluate and rank vulnerabilities.

METHOD 1: CVSS score
The National Infrastructure Advisory Council (NIAC) commissioned creation of the Common Vulnerability Scoring
System (CVSS) in 2005. NIAC selected the Forum of Incident Response and Security Teams (FIRST) to be the
custodian of CVSS. The latest version is 3.1, released in 2019. Many organizations prioritize remediation of
vulnerabilities based on CVSS score.

Advantages

Disadvantages

• Free and open industry
standard

• No consideration of realworld threat

• Single score in range
from 0 to 10 is simple to
understand

• Over 55% of vulnerabilities1
scored 7.0-10 (categorized
high/critical severity),
which provides little help in
the way of triaging which
vulnerabilities are highest risk

• Built into existing policies
and compliance standards,
e.g. payment card industry
(PCI) data security standard

1
2

CVSS
Score

• Peer-reviewed studies2 have
shown the efficacy of ranking
vulnerabilities by CVSS to be
little better than randomly
ranking vulnerabilities

The State of Open Source Security Vulnerabilities, WhiteSource, 2020.
Allodi, L. and Massacci, F. (2013). Comparing Vulnerability Severity and Exploits Using Case-Control Studies.
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METHOD 2: Exploit availability
Some organizations monitor a site like ExploitDB or Vulners (or multiple sites) and then prioritize the remediation
of vulnerabilities that have published exploits or proofs of concept (PoC).
Advantages

Disadvantages

• Begins to incorporate threat

• Relies on existing published
exploits/PoC, so there is no
prediction

• Emphasizes exploits/PoC
that are available and could
theoretically be used

Exploit
Availability

• Existing exploit/PoC is a
binary measure, so within this
group of vulnerabilities there
is no probabilistic sense of
which is more or less likely to
be targeted for exploitation
• Maintaining awareness of
exploit site data is often
manual and cumbersome
• Period disconnect when
high-level organizational
leadership inquires about a
vulnerability with no known
exploit getting a lot of press

METHOD 3: Intelligence assessment
As a part of the threat intelligence analysis process, some security teams will make recommendations on which
vulnerabilities pose the greatest risk and should be prioritized first.

Advantages

Disadvantages

• Supports a proactive
approach to quantifying
threat

• Requires a lot of manual effort

• Not dependent upon the
presence of an existing
exploit/PoC

Intelligence
Assessment

• Threat intelligence cell has
competing priorities for
their analysis in addition to
vulnerabilities
• Process does not scale to large
vulnerability scan output
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Automation of Intelligence to Drive Vulnerability
Risk Mitigation Decisions
Automated integration of threat intelligence is central to the digital transformation of a vulnerability
management program. Threat intelligence is needed to effectively prioritize vulnerabilities and automation
is needed to scale and keep up with the large number of disclosed vulnerabilities, the constantly shifting
threat landscape, and the rapidly changing organizational IT footprint as cloud-based containerization
becomes more wide-spread.

To achieve this posture requires the use of a predictive machine learning (ML) model to determine each
vulnerability’s likelihood of exploitation. A lot of effort is required to build and maintain an automated system as
described, including:

Ensure threat ranking is
related to actual exploits
and not simply the
presence of exploit code
or a PoC on an exploit site

Ensure threat ranking is related to actual
exploits and not simply the presence
of exploit code or a PoC on an exploit
Ensure comprehensive data – technical
information for each vulnerability (operating
system, protocols, etc.); hacker-community
conversation data (darkweb, deepweb, social
media, etc.); hacker-community meta data
(underlying social network/structure, skilllevel/reputation, etc.)

Construct a streamlined
process that is not overly
dependent on manual
work; any manual step will
become a bottleneck and
hamper scaling

Find and hire good
people with machine
learning (ML) expertise

Maintain the system – for data sources, this
means automated processes for pulling
information from the many disparate
sources needed to feed the ML algorithm,
and for predictive accuracy, this means
continual retraining of the ML model.

Ensure system stability/
maintenance in the case
of personnel turnover –
in anyone leaves, there
will be a gap; a key
ML expert or engineer
departure will potentially
create months of disarray.

Vulnerability prioritization needs to take a threat-focus to be successful. Lateral movement is a key tactic used
by hackers to expand their presence in an enterprise network, so relying on mitigation measures for just critical
or just external assets will pose significant risk to the organization. Prioritization focused on threat also keeps the
security team “in the game” focused on the emerging threats and directly trying to stop the hackers.
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Bringing It All Together
Many organizations are transforming their vulnerability management program in
a variety of ways. The sheer volume of IT vulnerabilities released in recent years (a
trend that continues) along with an expanding attack surface due to wide-spread
use of cloud and dev-ops make automation a necessity and mandate a threatdriven decision process that moves with the speed and scale of both enterprise IT
and those that threaten it. The key to moving forward is to have a plan of action
to mature vulnerability management and create a roadmap to ensure the program
can grow to meet emerging requirements driven by both IT transformation and the
threat.
Throughout the process, it is important for vulnerability management teams
to keep a focus on threat. Transforming a vulnerability management program is
a process – and evaluating vendors, creating justification for management, and
implementing changes all take time and can extend how long it takes to evolve.
However, during that time, the threat is still active – and ensuring that resources
available for mitigation are properly arrayed against the most current and pressing
threats needs to be the priority. It would be a tragedy to suffer a breach while in
the middle of an implementation change – which in many organizations could easily
lead to board scrutiny and the scuttling of a roadmap for proper transformation.

CYR3CON

CYR3CON PR1ORITY

CYR3CON provides a solution called PR1ORITY
that automatically integrates threat intelligence
with vulnerability analysis. It provides vulnerability
management teams the benefits of threat-based
vulnerability analysis without the burden of
creating and maintaining an ML-driven system.

CYR3CON PR1ORITY can meaningfully impact the
vulnerability management process of an organization
regardless of the tier at which they currently operate.
The PR1ORITY platform’s web-based user interface
allows for threat-focused prioritization even for
organizations at Tier IV – as prioritizing is as easy as
drag-and-drop. For Tier III, the CYR3CON API can
easily integrate prioritization into the organization’s
vulnerability data management solution. Finally,
CYR3CON’s ability to scale makes it impactful
for Tier II as organizations look to ensure their
vulnerability management process can scale.
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